Information Security
is Everyone's

Responsibility

Malaysia’'s Incident Statistics

Reported Incidents bas ed on General Incident Classification Statistics 2017

Content Related 29
Cyber Harassment 379
Denial of Service 21
Fraud 1712
Intrusion 970
Intrusion Attempt 161
Malicious Code 452
Spam 181
Vulnerabilities Report 23
Source: www.mycert.org
Router Level
v Turn off Universal Plug and Play features
Desktop Level \ I v Block all non-essentials ports
v' Set minimum password requirements;
Hash and salt in the system —
v Delete installaion folders once finished — —
]
]
Cloud Level

v’ Leverage DNS provider's monitoring features
v' Immediately deploy new security patches
v Run penetration testing tools regularly

v/ Change your database table prefix away from default
v Separate database server from web server
v' Password protect database level




This is the worlds most advanced certified ethical hacking course with 18 of the most
current security domains any individual will ever want to know when they are planning
to beef up the information security posture of their organization. In 18 comprehensive
modules, the course covers 270 attack technologies, commonly used by hackers.

The Certified Ethical Hacking training course will significantly benefit security officers,
auditors, security professionals, site administrators, and anyone who is concerned
about the integrity of the network infrastructure.

Certified § Ethical Hacker

2" Pass Voucher

Certified Network Defender (CND) is a vendor-neutral, hands-on, instructor-led
comprehensive network security certification training program. It is a skills-based, lab ) )
intensive program based on a job-task analysis and cybersecurity education framework with every sign Up!
presented by the National Initiative of Cybersecurity Education (NICE). The course has
also been mapped to global job roles and responsibilities and the Department of
Defense (DoD) job roles for system/network administrators.

Network administrators are the primary target audience of CND course. However, the
course will also be beneficial for CND analyst, network defense technician, network
engineer, security analyst, security operator and anyone who involves in network
operations

Certified I Network Defender

The ECSA pentest program takes the tools and techniques you learned in the Certified
Ethical Hacker course (CEH) and elevates your ability into full exploitation by teaching
you how to apply the skills learned in the CEH by utilizing EC-Council’s published
penetration testing methodology

™

ECSA

Who Is It For?
« Ethical Hackers + Security Testers
EC- "'“'""“ Certified Security ~Analyst - Penetration Testers - System Administrators and
+ Network server administrators Risk Assessment professionals

« Firewall Administrators

EDRP provides the professionals with a strong understanding of business continuity

and disaster recovery principles, including conducting business impact analysis, 2" Pass Voucher
assessing of risks, developing policies and procedures, and implementing a plan. It also
teaches professionals how to secure data by putting policies and procedures in place,
and how to recover and restore their organization'’s critical data in the aftermath of a
disaster.

with every sign up!

Disaster
EC-Council | Recovery
Professional

Firewall AdministratorsIT Professionals in the BC/DR or System Administration domain
- Firewall AdministratorsBusiness Continuity and Disaster Recovery Consultants
- Firewall Administratorsindividuals wanting to establish themselves in the field of
IT Business Continuity and Disaster Recovery
« Firewall AdministratorsIT Risk Managers and Consultants
- Firewall AdministratorsCISOs and IT Directors

For further information or registration, please contact us at:
Iverson Associates Sdn Bhd (303330-m)
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